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Risk may be defined as the possibility to suffer damage or loss, 
characterized by three factors: 

1.	 The Probability or likelihood that loss or damage will occur.

2.	 The Expected time of occurrence.

3.	 Magnitude of the negative impact that can result from its 
occurrence.

Focus of risk management is to enhance value of business and assets 
of the Company, by identifying, analyzing, evaluating and mitigating 
all known forms of risks. In order to achieve this objective, policies 
and relevant internal controls are developed as an on-going process 
to ensure proper management of the Company’s resources and 
appropriate mitigation of risks.

We seek to achieve an appropriate balance between risk and 
reward in our business, and continue to build and enhance the risk 
management capabilities that assist in delivering our growth plans in 
a controlled environment.

Risk Management Structure at Nucleus

At Nucleus, Risk Management is a disciplined way to deal with 
business uncertainty and the associated risk and opportunity. 

This objective of this Risk Management at Nucleus is to:

<	 Enable the Company to manage unexpected outcomes and 
reduce impact of risk events when they occur. 

<	 Empower the Management to take informed decisions, under 
guidance of Board of Directors of the Company, that maximize 
value, reduce costs and balance risk with returns.

<	 Ultimately promote confidence amongst the Company’s 
stakeholders in the effectiveness of business management 
process of the Company and the ability to plan and meet 
strategic objectives.

	 Risk management in the Company is conducted across the 
organisation at various levels. The key components of Risk 
management structure are as follows: 

At a strategic level, our risk management practices are: 

RMC then places updates to the Board on a quarterly basis, on 
key risks facing the Company, along with their mitigation plans.

•	 Risk measurement, mitigation and monitoring - At the end of 
every quarter, the Risk Management Committee invites status 
update of the mitigation plans of the top identified risks and if any 
changes have occurred in the nature of risks during the quarter. 
Basis the same, an analysis of exposure and potential impact are 
carried out. Mitigation plans are finalized, owners are identified 
and progress of mitigation actions are monitored and reviewed. 
Each top risk is mapped as per a Risk Criticality Matrix. 

•	 Risk Reporting – Basis the above, a Risk update is prepared every 
quarter and provided to the Audit Committee and the Board. Entity 
level risks such as project risks, account level risks are reported to 
and discussed at appropriate levels of the organization.

•	 Integration with strategy and business planning - Identified 
risks are used as key inputs for the development of strategy and 
business plan.

Risks and Concerns

The Company’s business operations are subject to various risks 
particular to the industry and certain generic risks including those 
described below, that could have an adverse impact on business. 

Product Obsolescence may affect our business potential. As a 
Product Company, growth of the Company is based on the ability 
to offer products on latest technology trends and evolving industry 
standards. If we are unable to do so, then the performance of the 
products as well as the technologies and functionalities provided, 
could lead to product obsolescence and impact the competitive 
position of the Company. Our model for growth is based on our 
ability to initiate and embrace new technology trends and to drive 
adoption of the products we develop and market. Our future success 
will depend on our ability to develop solutions that keep pace with 
changes in the markets in which we provide services. We cannot 
be sure that we will be successful in developing new products with 
evolving technologies in a timely or cost-effective manner or, if these 
products are developed, they will be successful in the market. Delay 
in product development schedules may also affect our revenues 
adversely. To mitigate this risk, continuous investments are being 
made in conducting research and development to enhance product 
technology and features and develop new products. Technology 
and functionality road map for products is prepared and reviewed 
by the senior management and implemented accordingly. Further 
high-level interaction with top class academic institutes is also being 
set up, to keep abreast with latest changes. Developing software 
products is expensive and the investment in product development 
often involves a long return on investment cycle. We have made and 
expect to continue to make significant investments in research and 
development and related product opportunities. During the year, your 
Company launched FinnOne NeoTM, a product suite built to manage 
the lending requirements of banking and financial services industry.

Our business depends on our ability to attract and retain talent. 
Product centric model of the Company especially demands retention 
of key talent; people with domain knowledge and technical skills. 
High attrition which can happen due to many factors including 
compensation expectations, work and empowerment processes, 
leadership etc., can adversely impact product development cycles 
and ultimately, revenue and profitability. To mitigate this risk, we 
have a best-in-class recruitment system specific to the domain. 
We hire from a mix of university and industry talent worldwide 
and differentiate talented individuals by offering diverse customer 

Risk Management Report

•	 Risk Identification – Risk Management Committee (RMC) 
is responsible for identification and review of risks and 
mitigation plans. The Committee meets on a quarterly basis 
for identification and prioritization of risks. RMC conducts risk 
survey with the senior and middle level management of the 
Company to identify risks and rate them appropriately. Top risks 
are identified and remaining are categorized as other risks. The 
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exposure in different geographies, opportunity to work on products 
rather than services, and competitive compensation. We also lay 
focus on learning and development, identifying achievers and 
rewarding them. Succession planning for key positions like that of 
CEO, Senior Management (i.e. one level below the CEO position) and 
Heads of Departments is also a critical aspect of risk management 
and the Management is working on formulating the same as part of 
global readiness for the Company as a global employer.

Our organization structure, processes and business models may 
not be scalable. Structures and processes of the Company business 
operations may not have adequate potential to grow the revenue 
base significantly faster than the cost base; and hence may not be 
adequate for growth. Business models ; how we sell, how we license, 
how we support, product development and life cycle management, 
go to market strategy, may also not be suitable for significant year 
on year growth. The Management is working towards mitigating this 
risk by instilling measures to develop and refresh leadership skills 
and competencies in employees, retain best suited talent, automate 
processes including installing enterprise software systems and 
innovating business models.

Company is constantly exposed to the risk of volatility in foreign 
exchange rates. Foreign exchange currency markets are volatile, and 
such fluctuations in foreign currency exchange rates could materially 
and adversely affect the Company’s profit margins and results of 
operations. We conduct major portion of our business transactions 
in currencies other than the Indian Rupee. More than eighty percent 
of our revenue is denominated in foreign currency, predominantly 
the US Dollar. Seventy percent of our expenses are in the Indian 
Rupee and therefore the Company is exposed to continuing risk of 
foreign exchange fluctuation. The exchange rate between the rupee 
and the U.S. dollar has changed substantially in recent years and 
may fluctuate substantially in the future. Movements in value of 
the Indian Rupee against the major currencies can cause significant 
variation in our revenue and profitability.

The exchange rate of the Rupee has been extremely volatile in the 
last few years as evidenced by the succeeding graph.

Source to be included

The volatility in the foreign currency markets may make it difficult 

arrangements have been institutionalized to facilitate periodic 
review and audit of the operation, impact and consequences of such 
transactions, including verifying compliance with extant laws and 
regulations.

The hedging strategies that we have implemented, or may in the 
future implement, to mitigate foreign currency exchange rate risks, 
may not reduce or completely offset our exposure to foreign exchange 
rate fluctuations. This may additionally also expose our business to 
unexpected market, operational and counterparty credit risks. We 
may incur losses from our use of derivative financial instruments 
that could have a material adverse effect on our business, results 
of operations and financial condition. At the year end, the Company 
had US$ 10.14 million of hedges compared to US$ 9.25 million at the 
beginning of the year.

Further, the policies of the Reserve Bank of India may change from 
time to time, also have a bearing on our operations and hence 
the revenues. Full or increased capital account convertibility, if 
introduced, could result in increased volatility in the fluctuations of 
exchange rates between the rupee and foreign currencies.

The following table gives details in respect of the outstanding foreign 
exchange forward and option contracts:	

As of March 31,
2015 2014

Aggregate amount of outstanding 
forward and options contracts

$ 10.14 
million

$ 9.25 
million

Gain/(loss) on outstanding forward 
and options contracts reflected in the 
Hedging Reserve in the Balance Sheet

` 0.69 
crore

` 2.82 
crore

Legal Compliances world-wide expose us to additional risks. The 
Company is an incorporated legal entity and is impacted by changes 
in various laws, rules and regulations like Companies Act, Accounting 
Standards, Labour laws, SEBI Regulations, etc. Further the Company 
is incorporated in India, and has subsidiaries overseas in Japan, 
Netherlands, Singapore, USA and Australia which cater to customers 
operating in various countries and a significant part of the revenue is 
derived from international sales. Nucleus operations world-wide may 
be affected by changes in political scenario, trade protection laws, 
policies and measures, and other regulatory requirements affecting 
trade and investment. Deterioration of social, political, labour, or 
economic conditions in a specific country or region and difficulties in 
staffing and managing foreign operations may also adversely affect 
our operations or financial results. In order to mitigate these risks, 
various departments within the Company; taking care of compliances 
of applicable laws/rules etc., are manned by qualified personnel. A 
proactive team of legal experts is also positioned at the head-office 
of the Company. Expert external advice/opinion, is also taken, as per 
requirement, for ensuring compliance. At other places where we 
have operations, we engage consultants.

Delays in project executions may adversely affect our 
implementations and revenues. The Company faces risks associated 
with the execution of any project. Ability to deliver large projects 
with quality and within agreed timeliness is also a risk. The delivery 
model requires great skills in seamlessly integrating delivery, ensuring 
smooth communications between the customer, onsite teams as 
well as offsite teams. Any apprehensions of the customer have to 
be handled very carefully. There is also a risk of order cancellation, 
loss of market goodwill, financial liability and losses due to overruns 
on projects.

From a project governance perspective, this risk can be accurately 

to hedge our foreign currency exposures effectively. Inadequacies 
in the hedging mechanisms to deal with exchange rate fluctuation 
could expose the Company to even larger losses than envisaged due 
to exchange rate fluctuations. To mitigate this risk, the Company 
follows a well-defined policy of hedging close to receivables through 
Forward Contracts which are designated as Highly Probable forecast 
transactions. The Company has a conservative approach and does 
not speculate in foreign currency markets. Forwards are held to 
maturity and regular reporting and monitoring systems are in place 
including quarterly updates to the Audit Committee. Clear guidelines 
for concluding derivative transactions have been laid down and 
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monitored by having a good project plan with well-defined work 
breakdown structure that will provide visibility into key activities 
associated with essential project deliverables. To mitigate this risk, 
we work on the basis of a well thought plan for:

•	 continuous monitoring of Projects 
•	 ensuring quality control 
•	 effective requirement mapping and sign off by customers 
•	 Inducting capable talent and their continuous knowledge 

upgrade through trainings etc.

We face strong competition across all markets for our products and 
services. The markets that we cater to, are highly competitive both 
from the perspective of new as well as existing competitors. We also 
expect that the markets in which we compete will continue to attract 
new well-funded competitors and new technologies, including 
technology companies, start-ups and international providers of 
similar products and services to ours. Our competitors range in size 
from big companies to small, specialized single-product businesses. 
In addition, we also compete with numerous small indigenous 
companies in various geographic markets. Although we believe our 
product robustness is our competitive advantage, our competitors 
may be more effective in devoting technical, marketing, and financial 
resources to compete with us. In addition, competitors offer a full 
suite of services and tend to focus on providing end to end solutions. 
Due to the wide focus of these products, the functionalities offered 
in specific areas are limited vis-à-vis the products offered by your 
Company. Therefore, our products tend to complement other 
products being used by the customer. 

These competitive pressures may result in decreased sales volumes, 
price reductions, and/or increased operating costs, such as for 
marketing and sales incentives, resulting in lower revenue, gross 
margins, and operating income. As we continue to create additional 
functionality and products, we compete with additional vendors. 

We compete based on our ability to offer to our customers’ 
competitive integrated solutions that provide the most current and 
desired product and services features. We have been continuously 
investing in process improvement. A broad referral base created 
through years, also helps us derive an edge over competition. 

The Company lays constant focus on product differentiation as 
well as product diversification to mitigate this risk. Strong focus is 
laid on Innovation led differentiation, continuous value creation, 
trainings to sales and marketing personnel, setting up of branches/
subsidiaries in select regions, changes in pricing model, seamless 
transition experience and trusted partnerships with customers to 
compete effectively.

Non-utilization of surplus funds may affect growth. Over the years, 
internal cash accruals more than adequately covered the working 
capital requirements, capital expenditure and dividend payments. 
The Company has been consistently following a conservative 
investment policy maintaining a reasonably high level of cash and 
cash equivalents which enable the Company to not only eliminate 
short and medium term liquidity risks but also scale up operations at 
a short notice. Non-optimal utilization of the surplus funds may pose 
a risk. For ensuring continuity of business operations and to have 
liquidity in business, a mix of investments with some low earning 
assets has also to be maintained by the Company. Inadequate 
management of the investment mix of the Company could lead to 
either Shareholder Value destruction or a high exposure to the risk of 
liquidity crunch. At the same time, the management is also cautious 
of the need to look out for niche acquisitions for in-organic growth.

We may not be able to adequately protect our Intellectual Property 
(IP) rights. Your Company has an IP led business model and globally 
licenses IP in the form of products for the Banking and Financial 
Services Industry. Protecting our global intellectual property rights 
and combating unlicensed copying and use of software and other 
intellectual property is challenging. Reductions in the legal protection 
for software intellectual property rights could adversely affect 
revenue. Our inability to prevent violation or misuse of intellectual 
property could cause significant damage to our reputation and 
adversely affect our results of operations. We may at times be unable 
to protect our source code from copying if there is an unauthorized 
disclosure of source code; critical to our business. This could make 
it easier for third parties to compete with our products by copying 
functionality, which would also affect us unfavourably. 

We continue to make significant expenditure related to the use of 
technology and intellectual property rights as part of our strategy 
to manage this risk. Our security architecture is in line with client 
processes and has been tailor-made specifically towards our business 
compliance requirements. Our data, applications, network and 
workflow are comprehensively secured. We have also implemented 
DLP (Data loss prevention) solution to safeguard /Protect our IPR. 
Customized policies have been made to control the data protection; 
this includes policies for different source codes, organizational 
process & assets etc. As a policy, the Company develops own IP at 
its own cost using own resources and is actively engaged in seeking 
maximum legal protection for the Intellectual Property through 
a combination of trademarks, confidentiality procedures and 
contractual provisions. 

Increased exposure with specific customers may impact our 
profitability. This may result in an increase in the credit risk and make 
us highly vulnerable for customers negotiating positions at the time 
of contract renewal or work distribution among multiple vendors. 
The group’s profitability and revenues would be affected in case of 
loss of business with these major customers, significant downsizing 
of projects or moving work-in-house by them. Our top five and top 
ten customers generated approximately 43 % and 57 %, respectively, 
of our revenues for FY 15. The loss of any of our large customers 
could have a material adverse effect on our business and profitability. 
At the same time, large customers help us scale up revenues quickly 
and repeat-business contributes to higher margins through lower 
marketing costs. We being in the product space, enjoy enduring 
long-term relationships with large customers. These advantages and 
risks have to be balanced and we believe the solution is to increase 
the number of large customers, as business with existing customers 
is the backbone of our platform for providing complete product and 
services solutions.

We aim to build long term strategic relationships with Customers in 
order to maximise the value provided to both parties. Through strong 
relationships, we are able to further develop products according to 
industry needs and requirements.

Our inability to maintain and devise effective internal control 
methods may affect us adversely. The accuracy of our financial 
reporting depends on how well we have installed internal Control 
mechanisms. While we may introduce the best of processes to 
check and prevent error, inherent limitations like that of human 
error etc. cannot be ruled out and hence internal control might not 
prevent or detect all misstatements or fraud. If we cannot maintain 
and execute adequate internal control systems to ensure reliability 
of organizational financial system, our business may be materially 
adversely affected.
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Nucleus has defined roles, responsibilities and authorities for 
employees at all levels. The Company has a robust system of Internal 
Audit and has appointed reputed Internal Auditors to check on the 
validity and correctness of internal reporting, which in turn validates 
financial reporting. The Company also has in place adequate internal 
financial controls with reference to the financial statements. During 
the year, in order to further strengthen the internal financial controls, 
a renowned professional consultant firm was hired to conduct an 
assessment of the existent internal financial controls and advise on 
best practices for adoption. Companies Act 2013 and clause 49 of the 
amended Listing Agreement place additional responsibility on the 
Audit Committee for internal financial controls and risk management 
systems. Such measures not only aid in assigning responsibility at 
various levels but also ensure a sense of accountability in people.

Our prime focus on providing products and services only in the BFS 
domain to Banks and Financial Institutions exposes us to the risk 
of Industry concentration. For the foreseeable future, we expect 
to continue to derive our revenues from products and services we 
provide to the financial services industry. Given this concentration, 
we are exposed to the global economic conditions in the financial 
services industry. A slowdown in economy translates to reduction 
or a delay in technology spending decisions by banking & financial 
services firms, which could have adverse effect on our business and 
financial conditions. While acknowledging this risk, we continue 
to focus on this sector and are confident that our “Value” based 
solutions will find greater market success. Our focus now is on 
improving efficiency by maintaining the existing operations at a 
lower cost. The present situation emphasizes the need for a strong 
risk management strategy to sense and avert systemic failures.

Security vulnerabilities and business continuity risk pose a threat 
to successfully running our operations. Our inability to put in place 
a Business Continuity Plan (BCP) to ensure the maintenance or 
recovery of operations, including service delivery to the consumers, 
when confronted with adverse events such as a disruption or failure 
of our systems or operations in the event of a major earthquake, 
weather event, cyber-attack, terrorist attack, or other catastrophic 
event could cause delays in completing sales, providing services, 
or performing other mission-critical functions. Our corporate 
headquarters, a significant portion of our research and development 
activities, and certain other critical business operations are located in 
Noida, India which is adjacent to the national capital of India, Delhi. 
Here it may be worthwhile to mention that According to a seismic 
zoning map issued by the Bureau of Indian Standards and quoted in 
the National Disaster Management (NDM) report Delhi belongs to 
Zone IV, a severe intensity seismic zone. 

Any catastrophic event that results in the destruction or disruption 
of any of our critical business or information technology systems 
could harm our ability to conduct normal business operations. 
To counter this risk, Nucleus Business Continuity Plan is being 
developed. We are also in the process of setting up Disaster 
Recovery Sites and improving our Business Continuity Model. The 
Company is continuously investing in security of its operations & 
processes and evaluating the risks on periodic bases. We are an  
ISO 27001: 2013 (ISMS) certified organization, which reflects our 
attitude to increase adherence to secure practices. On the security 
front, strict procedures are in place to control the level of access 
to Datacenters and other sensitive areas. Access to the premises is 
controlled through Biometric access control systems and proximity 
cards. The Company has invested significantly in a state of the 
art network infrastructure for managing its operations and for 

establishing high-speed redundant links to overseas destinations. 
Additionally, the Internet filtering tools prevent any type of non-
business usage over Internet within office and outside office. 

Adverse geo-political and market conditions may harm our 
business. Our business is influenced by a range of factors that are 
beyond our control. These include:

•	 General economic and business conditions;
•	 The overall demand for enterprise software;
•	 Customer budgetary constraints or shifts in spending priorities; 
•	 General political developments

The banking software industry is highly competitive and continues 
to evolve and innovate at a rapid rate. The rate of potential product 
obsolescence and level of competition amongst the providers is 
significant. We respond to these economic conditions through our 
commitment to product innovation and new product strategies. 
Adverse geo-political and economic conditions leading to negative/
low GDP growth may affect demand for our products. Customers 
may curtail and/or postpone their budgets for investments in 
technology. Our global exposure enables us to leverage growth from 
both Developed and emerging economies and focusing on value 
based solutions which enable our customers to significantly reduce 
cost in a difficult environment. 

There is always an inherent risk of Insider Trading that may 
happen in the shares of your public limited Company. With your 
Company shares listed on National Stock Exchange of India Ltd. and 
BSE Ltd., there is always an inherent risk of Insider Trading that may 
happen in the shares of the Company. Trading in Nucleus shares 
by the designated employees of the Company on the basis of price 
sensitive information or communication counseling or procuring 
any unpublished price sensitive information to or from any person 
may be termed as insider trading. Insider trading is a matter of 
concern for the Management of the Company and to mitigate this 
risk, Code for Prevention of Insider trading is implemented in the 
Company, and is reviewed by the Audit Committee time and again to 
ensure compliance and updation with the regulatory amendments. 
Secretarial audit includes a review of policies and processed governing 
any trading in the Company’s shares by various stakeholders.

We have partnerships with third parties for product delivery; failure 
on their part to deliver, could affect our performance. In some 
cases, we partner with third party vendors, for both software and 
hardware, who provide embedded or aligned products to support 
the services and product offerings provided by us. In such instances, 
our ability to deliver complete solution to our customers depends 
on our and our partners’ ability to meet the quality standards of 
our customers’. If we or our partners fail to deliver appropriately, 
our ability to complete the contract may be adversely affected, 
which may have a material and adverse impact on our revenue and 
profitability. Also, if we fail to develop new relationships and enhance 
existing relationships with channel partners, software suppliers, 
system integrators, and independent software vendors (ISVs) that 
contribute to the success of our products and services, our business, 
financial position, profit, and cash flows may be adversely impacted. 
To counter this risk we partner with only reputed firms and ensure 
proper contractual formalities before aligning with any such partner 
to reduce or limit the risk of their non/low performance. We may 
not successfully execute our growth strategy if we fail to manage 
effectively the change involved in implementing our strategic 
initiatives.




